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Abstract

This paper provides an overview of work being undertaken in the JISC-funded Sakai VRE
Demonstrator project. This is a collaboration of groups at Daresbury Laboratory and the Uni-
versities of Lancaster, Oxford and Portsmouth which are aiming to develop a highly-functional
portal interface to distributed resources in a Virtual Research Environment. Sakai was chosen
because it already contains a number of collaboration and education tools and has been used
to support Grid-based research in the USA, for instance in the NEESGrid project. The paper
describes some of the work which is starting to extend the portal framework into a Service Ori-
ented Architecture, in particular authentication and authorisation mechanisms for portal-based
VRESs, and our approach to evaluating the e ectiveness of the deliverables.

1 Introduction and Back-

ground

E-Science work being undertaken in projects
at CCLRC Daresbury Laboratory and the Uni-
versities of Lancaster, Oxford and Portsmouth
involves investigation and development of ad-
vanced portals and tools for e-Research using a
range of emerging portlet-based technologies and
services via portlet standards such as JSR 168
and WSRP. ! The Sakai Demonstrator Project
is funded by JISC as part of its Virtual Re-
search Environments programme [1] to investi-
gate the e ectiveness of a generic portal with
a range of collaboration tools and Grid ser-
vices extending this work for the communities
that we support. Sakai was chosen for this
on the basis of an objective evaluation exer-
cise [5]. For further information see the Web
site http://www._grids.ac.uk/Sakai.

Within a portal, internal services are needed
to address the issues of coordination of tools

(portlets) within the overall framework. Meth-
ods can be provided as an internal class library
which sits alongside the portlet APl and ser-
vice APIs (implementing re-usable components
of the model part of the MVC design pattern).
This is the approach taken in GridSphere (us-
ing the GridLab Grid Application Toolkit) for
the functionality of its Grid portlets [3, 4] and
in Sakai (using the OKI OSIDs [9]) for its ed-
ucational tools [2]. In the Sakai Demonstra-
tor we are evolving an additional \integration
API" with documented extensions to the previ-
ous APIs where there are speci ¢ requirements
for e-Research tasks. The areas we are ad-
dressing include: Session management, Authen-
tication using MyProxy, VO management, Inte-
grated state, Service and portlet location, Portal
preferences, Semantic/ ontology support, Work-

ow, Inter portlet communication, and Trails
and personalisation.

Each portal framework could have the same or
a di erent set of tools, but the way they are in-
tegrated may vary between di erent application

1we will not de ne commonly-used acronyms in this paper.
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areas. Work within JISC on the Service Oriented
Framework for Education and Research has al-
ready classi ed some services for areas includ-
ing education, research, collaboration, informa-
tion access and common services [6]. This is on-
going work and will also explore speci cations
and standards to enable the implementation of
reference models based on these services for a
variety of applications. Implementation of the
services themselves is currently in a prototype
phase. Some simple ones, such as managing the
look and feel of the portal, personalisation and
accessibility are however provided directly by the
portlet framework. Others, such as access to
Grid resources, are being provided via a port-
let interface to Grid client code using the Java
CoG kit [12] or by Web services. This is why the
project is currently a demonstrator rather than
production software.

In this paper we describe the portal technologies
and services that are being developed, extended
and implemented in the Sakai Demonstrator. In
the rst part of the paper we will describe our
application areas as well as our original moti-
vation for developing a portal-based Virtual Re-
search Environment. We propose a 3-phase eval-
uation of the project outcomes. We then discuss
the need to extend the basic functionalities cur-
rently available via portlets. A more in-depth
discussion is given on the use of Shibboleth with
a portal-based VRE. In the nal part we will
summarise our future work, and draw a num-
ber of conclusions about using portlets and Grid
services to deliver a collaborative e-Research en-
vironment.

2 Application Areas and sup-
port for the Research Com-
munity

An important aspect of the programme is to
demonstrate potential sustainability and to fa-
cilitate di erent projects sharing tools and ser-
vice using appropriate de nitions and standards.
This is naturally evolving in a series of phases
which, although not formally de ned at the

start of the project, have been seen to naturally
emerge and will now form part of the evaluation
task. These phases are as follows:

Phase 1: using Sakai collaboration tools with
separate worksites for secure sharing of re-
sources;

Phase 2: development and evaluation of
portlet-based tools linking to an SOA via
a simpler framework;

Phase 3: linking portlets and framework exten-
sions into Sakai for fully-functional demon-
strator.

Projects currently in the rst phase include the
following. NWGrid Technical and Operations
Boards, for sharing of meeting papers agenda
minutes etc. CQeSS: Collaboratory for Quanti-
tative e-Social Science, meeting papers and also
collaboration tools for research. They will re-
quired Grid-based tools for large-scale modelling
via middleware to access applications such as
SABRE [13]. ReDRESS: Resource Discovery for
Researchers in e-Social Science. The developers
and Steering Committee are using separate por-
tal work sites for sharing of papers and collab-
orative development of content for training and
awareness. Eventually the portal-based teaching
tools will be used for personal skills development
using this content. Sakai Evaluation and VRE
are currently using resource management tools
to do joint development of papers and presenta-
tions. GROWL VRE is using its own work site
in a similar way. These projects are typically
using the Sakai 'resources’, 'discussion’, ’e-mail’,
‘chat’ and "calendar’. We have also found a Wiki
tool to be useful and links to the projects’ home
Web sites and their JISC Mail archives.

Projects in the second phase include NGS, e-
HTPX and Integrative Biology. NGS portal:
the National Grid Service has deployed a String-
Beans container for JSR 168 Grid portlets { see
separate paper at this conference. e-HTPX por-
tal: an e-Science Resource for High-Throughput
Protein Crystallography has a portal developed
using JSP technology with a range of functions



for Grid and other resources { see separate pa-
per. IB portal: the Integrtive Biology project
has also been funded by JISC to develop a VRE
based on the OGCE environment [14]. Initially
we have helped them to deploy a portal using
GridSphere with the Grid portlets we have devel-
oped. This will be used as a platform for demon-
strations and extensions to meet scienti ¢ the
needs of the project. We currently have a suite
of portlets including: Single sign-on; MyProxy
certi cate management; Grid information; Grid
FTP; SRB interface; Job submission; Job status
monitor.

Work on technology for the third phase has be-
gun and is described in Section 3.

This work is underpinned by a robust deploy-
ment of Sakai v2.0 on Oracle 9i. The main portal
demonstrator is deployed on an IBM HS20 blade
of the e-Science BladeCentre at Daresbury. The
Oracle 9i RAC server used is the NGS node at
Rutherford Appleton Laboratory. There are in-
stances of Sakai deployed at Lancaster, Oxford
and Portsmouth for the development work and
we are also investigating mirroring and backup of
database contents, multi-site deployment using
Apache and WSRP to aggregate portlets across
all sites.

3 Portal Framework Exten-

sions

In discussion with the Sakai development team,
we have identi ed four generic areas for the
demonstrator VRE project to enable a wide se-
lection of tools for collaboration and e-Research
to be integrated. Framework extensions are thus
being made to accommodate emerging authenti-
cation and authorisation systems such as Shibbo-
leth [7] and PERMIS [8] and SOAP-based inter-
action with remote services such as WS-I Web
services, WSRF Grid services and peer-to-peer
services. The use of Grid services builds on work
carried out in the recent EPSRC-funded OGSA
Testbed Project [10]. These extensions will be
included in the Integration API and are brie y
described as follows.

Identi cation, or speci cation, of an XML
grammar for describing of collaborative
research. This work is concerned with the prob-
lem of describing a collaborative research session
in a standard, easily machine parsable fashion.
Firstly we need to be able to describe the start
time and duration of the proposed session. We
then need to be able to describe its subject mat-
ter in as rich a set of terms as possible. This
contextual description will be utilised in other
tools, e.g. for information retrieval. Finally, we
need to be able to describe the participants.

A Service Authentication and Identity
Veri cation System. A concern with estab-
lishing virtual collaborations, is one of identity.
How can you be reasonably sure that the col-
league you are working with 500 miles away is
the person they say they are? Any Grid tools ac-
cessed via Web services are likely to require Grid
Security Infrastructure (GSI) type or other ap-
propriate authentication. This work package will
implement a Shibboleth Federation [7] consisting
of the collaborators’ institutions. Figure 3 shows
the general security architecture which is further
discussed in Section 4.

Semantic Portal Services. We wish to en-
hance the Sakai environment with a number of
semantic services to make the portal \smarter"
and carry out intelligent reasoning behind the
scenes.  Adding these services could enable
semantics-based browsing and searching, and
smart question answering. In the rst instance
we will develop an advanced portal registry ser-
vice that will enable the uni cation of data col-
lected from a range of Sakai data sources, which
can be used to support information distribution
as well. Associated with this service will be an
information manager that will let users create,
download, organise, and share any kind techni-
cal documentation or information.

We intend to use the RDF model for the infor-
mation store as it is seen to have a number of
advantages over database technologies:

The RDF model supports extensibility,
whereas a relational database has a static
schema and it is very di cult to make any
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Figure 1: VRE Security Architecture

signi cant changes without impacting ex-
isting code. In comparison, RDF model is
dynamic and it is easy to add new infor-
mation.

An RDF model provides the ability to
integrate di erent resources and there is
no limitation on these data sources. A
relational database can only store struc-
tured data. The RDF model allows struc-
tured, semi-structured, and unstructured
data can be integrated into the store. So
for example a database and web pages can
be integrated together.

The RDF model will aid the development
of other higher-level ontological services,
which will be critical when automating in-
teractions between the various services in-
tegrated within a Portal.

The core of the registry service and information
manager will be based around Jena [16], which
is a Java framework for building Semantic Web
applications. It provides a programmatic envi-
ronment for RDF, RDFS, and OWL,; it includes
a rule-based inference engine. We will utilise the
Joseki [17] RDF publishing server that provides
access to RDF models by URL and query. This
will allow individual portals to query and search

remote portal registry services and information
managers. We will use the emerging RDF Query
Language SPARQL [18] that can be used to ex-
press queries over RDF graphs. SPARQL de nes
a protocol for conveying queries, as well as other
operations, to an RDF query processing services
and conveying the results of such queries and op-
erations to the entity that requested them.

We will also implement a number of other ser-
vices based on the core services outlined in the
previous paragraph, these will include those for
translation, annotation, and provenance, these
service will be based on work already underway
on the Semantic Logging using RDF [19]. The
translation service will allow any le or data be
uploaded and stored in the RDF store. If the
input is already in RDF it will be just incor-
porated into the graph. If it is not, there is a
translation service available that will convert the
input into RDF and put it into the RDF store.
The annotation service will allow input data to
automatically be annotated with metadata that
can help with matters such provenance, categori-
sation, or Itering. The provenance service will
help explain how a particular piece of informa-
tion has been derived. These services are im-
portant as the combination of data from diverse
sources can result in unique perception di cul-



ties for the information user, these services will
provide underlying mechanisms to create seman-
tically rich information.

A JSF-based Web service interface gener-
ator. If we wish to provide access to Web and
Grid services as tools within the Sakai frame-
work, we need to provide a user interface for pa-
rameter input. Within Sakai such interfaces are
rendered using a pipeline consisting of an ab-
stract XML layout description and a nal Java
Server Faces user interface. Service can be dis-
covered via registries such as UDDI [11]. A VRE
user will be able to search for appropriate Web
services to integrate as tools, select the most
desirable one and have user interfaces transpar-
ently created there and then. Prototype UDDI
servers are being hosted at Daresbury, Edin-
burgh and Oxford through the Grid Engineering
Task Force registry group.

P2P Services and Tools. We intend to inte-
grate a variety of popular P2P services and tools
into the Sakai Framework. The initial phase
of work will involve a review and study of the
existing Sakai tools and the resolution of those
that will bene t from P2P interaction and for-
mulate an appropriate integration strategy that
maintains the integrity of Sakai and ts within
its security framework. The second phase of
the work will involve developing JSR 168 and
WSRP components that enable Sakai to bene-
t from the interaction with external P2P sys-
tems outlined in the initial phase of the work
package. It is likely that this will include col-
laborative utilities such as discussion boards,
instant messaging, le sharing, calendars, and
IRC. The nal phase of the work package will
create components that will enable interaction
with NaradaBrokering [20] and investigate inter-
portlet communications[21]; the former will al-
low Sakai interact with core e-Science services,
and latter has been identi ed as a missing mech-
anism from the JSR 168 standard, and will be of
general bene t to the community.

4 Shibboleth and Portals in the
VRE Realm

4.1 Shibboleth, Strengths and Limita-
tions

Shibboleth is an identity management system de-
signed to provide federated authentication and
authorisation [22]. Once a user has been au-
thenticated, Shibboleth uses an opaque handle
to identify the user and exchanges attributes
across domains for the primary purpose of au-
thorisation. Its architecture is highly depen-
dent on Public Key Infrastructure (PKI) [23],
which is used to build the trust between the
several Shibboleth components across the Fed-
eration members. Shibboleth is independent of
any front-end authentication and authorisation
mechanisms. It just speci es how the authen-
tication and authorisation ows should be ex-
changed securely. End-user authentication based
on PKI, and attribute-based authorisation sup-
ported by LDAP [24] and eduPerson [25] are
suitable, but not a requirement.

In a typical Shibboleth session, users are identi-

ed by an Identity Provider (1dP), typically lo-
cated at their own institutions. Resources and
Services are protected by Service Providers (SP),
which can be placed within the security domain
of any of the Federation members. When a user
accesses a protected resource/ service for the rst
time, the SP needs to nd the institution where
they are known, which is then used to authen-
ticate the user via Shibboleth’s Authentication
Authority (aka Handle Service or HS) and later
on, during the authorisation phase, to obtain
attributes from Shibboleth’s Authorisation Au-
thority (aka Attribute Authority or AA). Shib-
boleth uses a Where Are You From (WAYF) ser-
vice, which although not mandatory is normally
used to determine the institution users belong
to or are known by. Having an opaque identi-

er associated with the user, SPs access the IdP
to obtain attributes about her/ him, ensuring
anonymity. Users decide which attributes they
are happy to release on a resource/ service ba-
sis [26].



Portals are normally entry-points to complex in-
formation and computational environments re-
quiring the ’identity’ of the user to be travel-
ing across multiple tiers in a machine to ma-
chine interaction. This requirement creates the
need to have entities in the middle of the in-
frastructure acting as a proxy, posing a security
challenge, also know as the n-tier authentication
problem [27, 28]. In a typical portal session, a
user behind a browser identi es themself to a
portal. Beyond that point all accesses to pro-
tected resources/ services are ’proxied’ on be-
half of the user. Credentials are delegated to
the n tiers and all the entities involved (includ-
ing the user) have to trust all components of the
chain. Grid environments are not much di erent
of portal environments, if we take out the rst
2 tiers (since a Grid session does not require a
Web browser).

Shibboleth uses SAML [29] to exchange authen-
tication and authorization assertions. These as-
sertions can be used to pass user identity (or even
delegate credentials) and attributes to the n tiers
in a trusted and secure way. The current version
of Shibboleth (1.3), which implements SAML 1.1
does not address these environments requiring n-
tier authentication. SAML 2.0 covers this gap
with the speci cation of the Enhanced Client or
Proxy (ECP) Pro le [30], which is planned for
Shibboleth’s 2.0 [31]. Therefore, it will be pos-
sible to take advantage of the upcoming ECP
Pro le to have portals accessing protected data
sources on behalf of the user or similarly Grid
applications interacting with job managers, and
them with protected resources/ services.

4.2 Shibboleth and Portal Integration

Shibboleth has been mainly designed for ex-
changing authorisation attributes across institu-
tions using a secure and devolved model, where
users are authenticated and authorised against
their own institutional access management sys-
tem (1dP). Its scope is wider than an institution
itself, being very suitable for scenarios known
as Virtual Organizations [32] and wider envi-
ronments such as the JISC Information Environ-

ment (IE), where the universe of users does not
necessarily belong uniquely to one institution.

Within an institutional context, integration of
Shibboleth into a Portal might be done in at
least two di erent approaches: i) natively; ii)
integrating it with the institutional authentica-
tion system (e.g. WebISO [33] such as CAS [34],
Stanford WebAuth [35] or PubCookie [36]) and
authorisation system (e.g. role-based authorisa-
tion supported by LDAP).

The former approach uses Shibboleth in a We-
bISO fashion and extends the default mech-
anisms.  Shibboleth is exible and powerful
enough to be used as a native system to provide
SSO authentication and authorisation within an
institution. However, it is not yet so powerful as
some WeblSOs, for situations where n-tier au-
thentication (i.e. layered, secondary or proxy
authentication) is required, and also situations
where authorisation needs to be later assessed
as in the case of portals, or non-interactive ap-
plications involving Web services or Grid envi-
ronments.

The latter approach typically uses a WebISO sys-
tem already deployed and integrated with the
institutional Portal and other resources and ser-
vices. This leaves the WebISO system to pro-
vide SSO across the institution for the Portal
as if it was any other SSO-enabled Web- based
resource/ service. The WebISO authentication
point has to be ’Shibbolized’ (acting as a SP),
at least for all users not coming from a security
domain internal to the institution. For users suc-
ceeding to authenticate, all the attributes asso-
ciated with the user might have to be fetched
and associated with the WebISO SSO session
(since Shibboleth does not go further inside). In
the case of a portal, one of the attributes has
to be a unique and permanent identi er such
as username, e-mail address or something more
pseudonymous. We are currentl using the e-mail
address.






