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Abstract

In this paper the author analyses the grid computing paradigm and attempts to show how the
established principles of usability engineering, interaction design and other user-centred design
methodologies can be applied to this paradigm to “re-factor” it so that it addresses usability
concerns. Usability issues are illustrated with examples from the Globus Toolkit™ ([1]).

1. Introduction

Grid computing has been variously described as
“the Next Internet” [2] and “the Holy Grail of
computer science” [3], but successful uptake of
grid computing has been remarkably slow ([4],
[5D- Although the UK has invested
significantly in grid computing and its related
technologies and infrastructure ([6]), there is
little evidence that this investment has actually
delivered the infrastructure necessary for e-
Science ([7], [8]), i.e. “the large scale science
that will increasingly be carried out through
distributed global collaborations enabled by the
Internet” [9].

In fact, members of the UK e-Science
community have repeatedly highlighted (see, for
example, [10], [7], [11]) a number of serious
issues  regarding this grid  computing
infrastructure and, in particular, the underlying
software — the so-called “grid middleware” -
that has been used to develop it, the Globus
Toolkit™ ([1]). One of the key concerns has
been to do with usability. It would seem that
neither the infrastructure itself, nor the software
upon which it is built, is particularly usable for
either application developers or end-users.

Amongst the human factors and HCI
communities it has been well known for some
time that if a computer system is to be usable
then usability must be a central concern of its
designers which must inform all phases of its
design and implementation ([12], [13], [14]).
This includes not only the system’s visual
presentation and the steps by which tasks are
carried out using it, but also (and this is often
overlooked) its underlying components and
their functionality ([15]). Moreover, good
intentions are not enough — particular practices
must be introduced into the project lifecycle for
usability to result ([15]). Therefore, given that
user concerns have not been of paramount
importance in the development of either the grid
computing  infrastructure or the grid
middleware, and attempts to address this
problem have been continually frustrated ([16]),
it is hardly surprising that its usability is so
poor.

It is my contention that, at least in any arena
where well-resourced dedicated specialists in
the appropriate areas of computer programming
are not available (such as most academic
research projects that wish to make use of grid
computing), there is no trade-off between
usability and functionality. If a product or
system is not usable by the non-specialists, then
its functionality is irrelevant: it will never be
used because its usability is so poor that it is too
expensive (in terms of time, programmer effort
and other resources) to attempt to use it.

In this paper | describe how usability
concerns in the grid middleware can be
addressed by applying established principles of
usability engineering and related methodologies
from the HCI and human factors disciplines.

2. An apology: the impossibility of
re-factoring

As mentioned above, it is well known that
usable systems can only be produced if usability
is a central concern of the designers that informs
all phases of the systems’ design and
implementation ([12], [13], [14]). The corollary
of this is that usability is rarely a “feature” that
can be “added” to a product; in particular, it is
not something that can be “added-on” after the
product has been completed — such efforts often
do not address the core issues, only addressing
surface features such as the visual presentation,
and are sometimes described as “painting the
corpse” [14]. What are the implications of this
for “software re-factoring”?

I contend that in most cases it is impossible
to “re-factor” software that was not designed
with usability as one of its central concerns into
usable software. In such circumstances, the
only way to “make the software usable” is to re-
design it “from the ground up”, i.e. throw away
the existing unusable software and design
something new with equivalent functionality,
but which has usability as one of its central
design concerns.

Unfortunately, given the large investment of
money ([6]) and other valuable resources (time,
manpower) in developing this unusable



infrastructure for e-Science, and the even less

usable software underlying it, it is unlikely that

we will ever be in a position to do this.

Therefore, the only viable alternatives open to

us are to either:

(a) develop new grid middleware that is more
usable whilst remaining compatible with the
existing middleware (as advocated in [7]), or

(b)to attempt the impossible: re-factor the
existing middleware for usability.

The two alternatives are not as unrelated as
one might suppose. If we examine the current
grid middleware with a view to making it more
usable, it is highly likely that our results will
have immediate applicability to any attempt to
design new, more usable middleware that has
equivalent functionality. So even though re-
factoring the existing unusable middleware can
never entirely satisfactorily address usability
concerns, it is still a useful exercise.

3. Why focus on the middleware?

It may be argued that whether or not the
middleware is itself unusable is irrelevant to the
usability of the infrastructure which is built
upon it, and also to the concerns of the users
who make use of that infrastructure and the
applications deployed upon the infrastructure.
The following example should make clear that
this is not the case.

Most grid middleware has chosen to use a
public key infrastructure (PKI) of some
description as the cornerstone (or, in some
cases, as the entirety) of its security
architecture. Unfortunately, there are serious
usability problems with PKIs in general (e.g.
[17], [18], [19]), and the PKI implementations
currently used in such grid middleware are no
exception (see [11], [20] for details).
Applications or infrastructure built on this grid
middleware are forced to use these PKI
implementations for their security layer, and the
usability  problems inherent in  these
implementations are thus transferred to the end-
user.

It is, of course, possible for either the
infrastructure or individual applications to
mitigate these problems by re-implementing the
security layer of the grid middleware
themselves, or by implementing another, more
usable, security layer that acts as an interface
between the grid middleware and themselves.
(For instance, on-line digital certificate
repositories are often cited as partially
improving usability in this context ([21], [20])
and can be thought of as a security layer
between the middleware and the end-user.)
However, the whole point of wusing a

middleware layer is that it frees the developer
from such concerns: it is supposed to be the
responsibility of the middleware to provide
appropriate security services.

I contend, therefore, that the only generally
feasible method for developing usable
infrastructure, and usable applications that use
that infrastructure, is to begin with a usable
middleware layer. Of course, this alone does
not guarantee that the resulting infrastructure or
applications will be usable, but — at least in the
general case — it is a prerequisite for usability.
(There will, of course, be specific cases in
which it is possible, by dint of much effort
involving the re-implementation of middleware
services or the development of additional
interfaces, to produce usable infrastructure or
applications that are based on unusable
middleware.)

4. Usability principles

Considerable work has been done in the field of
usability engineering and a number of principles
have been established as being of tremendous
value in software development (for examples,
see [12], [22]). There have also been significant
advances in the related field of requirements
engineering, most notably in the development of
user-centred methodologies such as contextual
design [13], interaction design [23], and
Sommerville’s viewpoints and concerns method
[24]. (That these two fields are closely related
should be obvious: it is hard to develop usable
software if the designer does not know the
purposes to which the user will actually put that
software in the contexts in which it will be
deployed, i.e. the user’s requirements in relation
to the software.)

Since our concern here is with usability, we
are not necessarily concerned with other aspects
of software development. For instance,
provided the software achieves its user’s
purpose in a manner satisfactory to the user, it is
of no concern whether it does so in the most
efficient manner. It will be helpful at this point
to make explicit the areas with we are
concerned in the usability context. Broadly
speaking, these are:

e Engagement with the intended user
community,

e APIs and other programmatic interfaces,

e User interfaces,

e Security,

e Documentation, and

e Deployment issues

These areas shall now be examined in turn,
and, in each case, usability principles and



practices relevant in the context of grid
middleware will be discussed.

4.1. User engagement

It is worth remembering that in the context of an
APl or middleware layer, the programmers /
developers who use the APl or middleware
layer to develop applications are its “users” and
their concerns should be the “user concerns”
that inform the designers of the API or
middleware  layer. In  other words:
“programmers are people, too” and exactly the
same kind of human factors approach that has
proven so necessary for producing usable
software for end-users should also be employed
to produce usable APIs or middleware layers
([25D).

As has been already discussed, continuous
engagement with the intended user community,
from the earliest design stages through to the
final implementation phase is a prerequisite for
usability ([12], [13], [14], [22], [23]). Indeed,
many of the suggestions and principles that are
discussed in the following sections can only be
meaningfully applied if there is, at a minimum,
early and repeated engagement with the
intended user community. This immediately
leads us to two core issues that must be
addressed before undertaking any middleware
design or development:

1. Who is the intended user community?:

Once the intended user community has been
identified, it will be possible to interact with
them to gain a better understanding of their
requirements. However, if the user community
is not well-defined (e.g. “anyone who wants to
use it”) or is too diverse (e.g. “scientists”) then
this is unlikely to be of much use. It will then
be necessary to partition the user community
into manageable  sub-groups that are
characterised by having the same (or very
similar) sets of requirements ([23]).

There is an important subtlety here:
generally speaking, it is not possible to design a
usable truly general solution for any sufficiently
complex problem space. This is because in
such complex problem spaces, the users are
likely to form disjoint groups with non-
overlapping requirements. Whether or not this
is the case in the problem space represented by
the grid computing paradigm is unclear, since
there has been such resistance from those
involved with middleware development and
infrastructure provision to determining their
users’ requirements ([16]). But given the
complex nature of this problem space, it seems
highly likely that it is the case.

Thus middleware such as the Globus Toolkit
is unlikely ever to be usable as long as it tries to
be “all things to all people”. It is more likely to
end up being “nothing (of use) to anyone”.

2. What are the user community’s

requirements?:

Having determined the user community, it is
then essential to determine their requirements.
This may not be straightforward, especially
where the problem space is sufficiently new to
the users that they have little experience of it.
Unfortunately, there is no shortcut — as Ken
Arnold, the original lead architect of
JavaSpaces, points out: “we could have done
many things with JavaSpaces, but our
capabilities were of no value. It is the user's
desires that were of value.” [26]

Fortunately, any of the user-centred design
methodologies (such as [13], [23], [24]) are well
suited to such complex problem spaces. Having
clearly established the user requirements for the
intended user community, those requirements
need to be examined for consistency. Should
they prove not to be consistent, it may be
possible to partition the user community into
distinct groups each of which has a consistent
set of requirements — in this case, as many
different products as groups will need to be
developed. If this is not possible it is essential
to return to the user community and work with
them to find some compromise, acceptable to
them, which gives an agreed set of consistent
requirements. Once a set of consistent
requirements have been found, only then should
one proceed to the design phase.

4.2. APIs

For many application developers, the
middleware APl is to them what their
application’s user interface is to their end-users:
it is the way in which they interact with the
middleware, and their experience of this API
will characterise that middleware for them.
Thus designing a usable API is not wholly
dissimilar to designing a usable interface, and
many of the usability principles useful in that
context can be straightforwardly translated. The
following are a mixture of such “translated”
design principles (several taken from [25]), as
well as other principles or guidelines that are
likely to be helpful in this context:

e Suitability of functionality:

The functionality that the API provides must be
suitable for the target domain in which the
application developer is working, i.e. its
functionality must be user-driven. In practice,
this means understanding not only the
developer’s requirements, but also something of



the end-users for whom they are undertaking
that development. (Active engagement with the
developer and their target user community is
thus essential.)

For instance, in some application domains
(e.g. distributed prime searches), the amount of
data that needs to be transferred between
machines is quite small, and sophisticated data
transfer mechanisms are wholly unnecessary.
However, if the only data transfer mechanisms
available are designed for optimising large data
transfers (such as the GridFTP component of
the Globus Toolkit), these may well be
inappropriate (and the overhead involved in
using such sophisticated mechanisms may well
be significant).

e Standards compliance:

Where there are appropriate standards to which
the middleware should conform, it should
comply with those standards as fully as
possible, provided that doing so will not make it
less usable. There are a number of reasons for
standards compliance. Developers are likely to
have been exposed to the standards elsewhere
and if the middleware is fully conformant to
those standards it will make it easier for them to
learn and use it. In addition there may be third
party tools that they can use to aid them in
development if the middleware is standards
compliant. Also, if their application needs to
interface with something that uses a different
API or middleware layer that is also standards
compliant then their task is likely to be
significantly easier.

However, the middleware should never
adopt a standard and then implement that
standard in such a manner that its
implementation is non-compliant, nor should it
“extend” that standard in a way that makes it
non-compliant — this practice is known as
“embrace and extend”; see [27] for an example
of the problems inherent in this practice. This is
probably the worst of all worlds, and is exactly
what happened in Release 3.0 of the Globus
Toolkit ([7]). Perhaps as a consequence, take-
up of Globus Toolkit 3 has been almost
negligible ([5]), with users and developers
migrating to the so-called pre-WS components
(i.e. the updated versions of Globus Toolkit 2)
and ignoring the Toolkit’s other components.

The rule is simple: either be fully standards
compliant, or else make no attempt to comply
with the relevant standards, in which case make
sure that you are not sufficiently close to those
standards that you mislead the developer.

If there is no standard, consider creating a
standard, in a public, transparent fashion (as
standards created in secrecy are likely not to be

“standards” at all, but rather simply a particular
implementation set in stone, often chosen for no
reason other than “that’s what we do already™).
However, if you do this make sure that the
standard is mature before you start producing
middleware based on it. An immature standard
is likely to change reasonably rapidly, possibly
in ways that require the application developer to
completely re-write their code. They will not
thank you for this.

e  Progressive disclosure:

Progressive disclosure is the idea that only the
most commonly used functionality should be
directly exposed to the user, whilst more
advanced functionality is hidden until it is
required. For an API, this means that only the
most commonly used methods should be
directly exposed to the developer, with a small
number of additional methods that give access
to the more advanced functionality of the API
(the best way to do this will depend on the
language bindings available for the API). |
leave it as an exercise to the reader to examine
the API calls for the Globus Toolkit and work
out which ones are actually likely to be used by
the average grid application developer. (Of
course, a systematic audit of the function calls
used by developers using the Toolkit would be
an extremely useful exercise.)

e Simplicity:

Most would argue that simplicity should be a
design goal of any computer system, and this is
at least as true for APIs. The API should be as
simple as possible and only as complex as is
necessary to fulfil the developer’s requirements.
There are a number of strategies you can pursue
that will help achieve this goal.

Firstly, make those actions that the
developer needs to do most frequently as simple
and efficient as possible (ideally a single API
call with as few parameters as possible) even at
the expense of other functionality that is less
used. Secondly, identify the most common
sequences of function calls and make them
atomic if at all possible, i.e. replace them with a
single function call.  (Once again, these
strategies are only available to you if you have a
very clear understanding of your developers’
requirements.)

Obviously, it will not always be possible to
make your API as simple as your developer
would like, and it may be necessary to make
trade-offs between simplicity and other
concerns. Simplicity is not an absolute goal,
and it is possible to make something too simple
to be useful.



e Appropriateness of interfaces:

Consider carefully how you expose your API to
developers. What is the language that your
developers use, or use most often? That’s
probably the language that you want them to use
when they interact with your API, so produce
bindings for that language. Of course, this is
only possible if you have clearly identified the
intended user community for your API. Are
there standards (either formal standards or
community standards) for APIs, etc. in their
chosen language? If so, it is in both your and
their interest to conform to them. Does this
development community have a particular
method or paradigm for interfacing with
external libraries, etc.? If so, you should try to
support it if possible.

e Error prevention

Application developers are human. Therefore,
like all humans, they make mistakes. So you
should try to design your API so that it
minimises or mitigates human error wherever
possible. This does not mean “second
guessing” the developer, but simply ensuring
that when it does not make sense to do
something, your API either disallows it, or
makes it very hard to do. (Of course, if you are
adhering to some standard there may be cases
where you cannot do this.) One way of doing
this is to use “forcing functions”, which force
the developer to do something that makes it
unlikely or impossible to make a particular type
of mistake.

For instance, if authentication is required
before a secure communication channel can be
created, it should be impossible for the
developer to try to create such a channel without
first authenticating. It should not, for instance,
be possible to correctly issue a function call
with an un-initialised authentication token, only
to have the call then fail at run-time. If the
initialisation call for the authentication token
returns a different type of object than the token
itself, and this other type of object is required by
the call that creates the secure channel, then the
developer will always be forced into initialising
the authorisation token.

e Literate programming

The central idea behind literate programming is
simple: “Instead of imagining that our main task
is to instruct a computer what to do, let us
concentrate rather on explaining to human
beings what we want a computer to do.” [28].
How does this apply to making APIs usable? If
our API is written in a “literate” fashion, then it
will be much easier for the application
developer to understand what it is trying to do,

and consequently how they are expected to
interact with it.

For instance, function names need to be
suggestive of their purpose, whilst not being
misleading. Proper documentation (see Section
4.5) is essential — the API should not be
specified as simply a bare list of function calls,
but instead each function call should have a
brief rubric describing its purpose (in human
terms), semantics, and relationship to the rest of
the API.

o Rapid application development /
prototyping:
Most application developers will, at some point,
either need to test an idea to see if it is valid by
building a simple prototype (“prototyping™), or
find themselves being asked to deliver a
functional application in a short period of time.
This is particularly likely to be the case in the
scientific community where, with the possible
exception of computer scientists, the purpose of
software development is to enable science of
some description; it is not an end in itself.
Therefore it is highly likely that your API
will need to support both prototyping and rapid
application development. To enable this, the
API should be easy to install and will need not
to have a steep learning curve. For a more
detailed discussion, see [7].

4.3. User interfaces

Designing an appropriate user interface is a key
factor in producing a usable computer system.
The user interface of the grid middleware is
more than simply its API: it is concerned with
all aspects of the user’s interaction with the grid
middleware. For some users that may simply be
the API, but for many — at least with the current
generation of grid middleware — it will also
involve things such as its installation
procedure(s), its documentation, its
administrative utilities and any other utilities
(command-line, etc.) that allow them to directly
interact with it.

All this needs to be made as usable as
possible  (balanced against other  user
requirements), and this probably means it needs
to be as integrated as possible. It certainly
needs to feel “natural” to the user and to support
them in their conceptual model of how it works
and what their interaction with it should be.
Reports from users of the current middleware
have tended not to be favourable ([10], [7]).

The middleware should not impose -
through its interface or its functionality — a
conceptual model that is adversarial to the
user’s normal way of working or conception of
how the middleware works. (It is possible that



there are users whose normal ways of working
involve abandoning a system in disgust, never
to use it again, but one hopes that they are
comparatively rare. My personal experience of
this behaviour has occurred most often when |
have watched new users attempt to use or install
Globus Toolkit 2 or 3.)

Instead of imposing a conceptual model or
other framework, the middleware should
support existing practice wherever possible, and
where it is not possible for it to do so, it should
provide guidance and/or clear migration paths.
Again, all of this is most easily achieved using
one of the user-centred design methodologies
(such as [13], [23], [24]).

44. Security

It is often said that there is a trade-off between
usability and security. This is completely
untrue. It is accepted by both the HCI and
security communities that usability is not in
conflict with security, but rather a necessary
attribute of any security mechanism that wishes
to be deployed securely in the real world ([29],
[30]). Further, either there are security
requirements, or there aren’t. If there were no
requirement for a system to be secure, then it
would be foolish to attempt to make it so. If
there is a requirement for the system to be
secure, then that means that if the security is
compromised the system will be unusable
(logically, because it no longer fulfils its
requirements; more prosaically because it needs
to be shut down to contain or handle the
security incident). Thus if security is actually a
requirement for a system, then it is a usability
requirement as well, since, in that case, you
can’t use the system without it.

As described in Section 3, most grid
middleware has adopted a security mechanism
with which there are serious usability concerns.
To make the existing middleware usable, that
security mechanism needs to be either removed
(where application developers do not require it)
or replaced with a more usable mechanism (for
those developers that do require security). For a
new middleware layer the choice would be
simple: either provide no security mechanisms,
or provide usable ones. Software engineering
methodologies such as AEGIS [31], which has
been successfully applied to several grid
computing projects (e.g. EGSO [32]), can help
in cases where usable security mechanisms are
required.

45, Documentation

There have been consistent criticisms of the
documentation of much of the current

middleware, in particular that of the Globus
Toolkit ([10], [7]), although this documentation
seems to have improved in recent releases.
Unfortunately, the improvements seem mainly
to have been in its completeness, which, whilst
important, is only one component of what
makes usable documentation. Some of the other
components are:

e Accuracy,

e An appropriate level for its intended
audience,

“Literate” documentation,

Progressive disclosure, and

Numerous useful examples, with

Templates for most frequently used non-
atomic tasks

The rationale for most of these is clear, but a
few comments regarding “literate”
documentation and progressive disclosure may
be helpful. Progressive disclosure (see Section
4.2) in the context of documentation means that
instead of presenting the user with long,
exhaustive lists of functions, etc.,, the
information is presented in a hierarchical
manner, with the information that the user is
most likely to want being easiest to access,
whilst information less likely to be consulted is
further down the hierarchy.

“Literate” documentation is an extension of
the concept of literate programming ([28]) to
documentation for software: the idea is to write
documentation that explains to a human what it
is our software wants the system to do in human
terms, rather than in purely functional terms,
e.g. “At this point UsableGrid attempts to
connect with a remote site using the information
you have given it earlier (<ref to earlier place>).
It does this by opening a network connection to
the remote site using standard system calls and
then attempts to authenticate using your
authentication credentials (<ref to explanation
of authentication credentials>) and the
UsableAuth authentication mechansism (<ref to
UsableAuth>).” as opposed to “MysteriousGrid
authenticates.”.

4.6. Deployment

It may not be immediately obvious why
deployment issues should be an important part
of the middleware’s usability. The reason is
simple: if the middleware is difficult to deploy it
is unlikely to be used, and further, the more
difficult it is, the harder it is for “casual” users
to use it for prototyping or rapid application
development. It is worth bearing in mind that
many of the users of the middleware, such as
application developers, will actually be the ones
who install it on their systems (at least initially).



Many of the usability issues involved in
middleware deployment are discussed in [7]
(which focuses on the Globus Toolkit, but its
conclusions have wider applicability), to which
I refer the reader for discussions relating to the
following guidelines:

e Re-use existing system libraries;

e Use existing packaging and installation
mechanisms;

e Keep the middleware footprint as small as
possible;

e  Support incremental adoption and
deployment; and

e Beable to run in user-space.

As a final exercise for the reader, | suggest
that you attempt to install Globus Toolkit 4 on
your own system and see how long it takes to
install and configure in it simplest mode of
operation.  While you’re at it, assess its
footprint (disk space, etc) on your system.

5. So what would a usable grid
middleware layer look like?

The question that may be left in the mind of the
reader is: so just what would a usable grid
middleware layer look like? It is actually quite
difficult to say, because inextricably bound up
with the notion of usability is the context of the
intended user community and their
requirements. Since we know so little about the
requirements of even those communities that
have attempted to engage with the grid
computing paradigm, any description given here
would be little more than informed speculation.

But a speculative summary might go
something like this. It would probably be
domain specific (but how large or small those
domains would be is difficult to say), since I
don’t believe that we can have a truly general
grid middleware layer that is of any practical
use to anyone. However, it might be possible to
have several distinct, usable, domain specific
middleware layers over a more general (and less
usable) middleware framework without harming
the wusability of those domain specific
middleware layers too much.

Within the domain of such domain specific
middleware the requirements of the application
developers and their end-users would be well
understood. The middleware would be
“lightweight”: a small system footprint, easy to
install and suitable for rapid application
development and prototyping. It would
certainly look much more like WSRF::Lite
([33]) or Google’s MapReduce implementation
([34]) than the Globus Toolkit.

The APl would feature progressive
disclosure; useful (possibly domain specific),
complex (i.e. composed of more than one
“simple” function), atomic functions; and
bindings to the language(s) most appropriate for
the application domain. It would be well
documented (said documentation containing a
wealth of practical examples). It might even be
the case that the following pseudo-code
translates into a mere 6 function calls in the
API:

CONVERT DATA TO GRID FORMAT
CONNECT TO GRID

SEND CONVERTED DATA TO SERVICE
GET RESULT WHEN AVAILABLE
DISCONNECT

CONVERT RESULT TO SENSIBLE FORMAT

Is that really so far-fetched?

6. Conclusion

If the paradigm of grid computing is genuinely
going to deliver on any of its much vaunted
promises, at least within the academic domain,
then one of two things needs to happen. We
need to either:

(a) invest about as much money as has already
been invested in hiring professional software
developers, training them in the areas of
application development for grid computing
and whatever domain specific areas they will
need to support, and then employing them to
develop grid applications for every single
academic who wishes to make use of grid
computing, or

(b) invest in professional software developers,
usability consultants, and practitioners of
user-centred design to develop, from scratch,
usable, domain specific grid middleware
(that initially remains compatible with the
existing middleware) and gradually retire the
existing middleware to the museum of
catastrophic failures.

The hardest part of this choice isn’t the
financing or logistics of either option (a) or
(b) — it’s admitting what | believe most of us in
the UK e-Science community already know: the
existing infrastructure is of almost no real use to
anyone, and almost all the money that has been
spent on it has been wasted. But not admitting
it isn’t going to change that.

And the hardest part of option (b) isn’t
developing something usable — we know how to
develop usable software (we’ve known for some
time, but we just choose not to), it’s making an
apparently difficult shift in approach to
accepting that only the users know what they
really need, and only they can tell us. Computer
scientists, middleware developers, and funding



bodies certainly can’t. At least, not without
involving the users.
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