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Abstract

This paper presents the latest results in on-going work aeldping a single sign-on
solution to access Grid resources. Since last year's ex&eidll Hands Meeting, we
have adapted a Java terminal by integrating it with site entibation infrastructures to
provide access to the NGS and CCLRC's SCARF cluster, usinBrivly to manage the
certificates and proxies that are essential for Grid acéeslescribe the architecture and
details of the implementation, and how it fits into the sitiedstructure, as well as future
Shibboleth deployments. Although the work is done at CCLERG3, work is applicable
to any site with a Kerberos or Active Directory infrastrugtpand will be of interest to
anyone working with authentication technologies.

1 Introduction

and they want their databases to be consistent.
It is thus useful to give a definition of SSO, and

At last year's AHM we presented plans for implewe do this in sectiof 1l 2.

menting Single Sign-On (SSO) to Grid resources

at CCLRC, including the NGS. We demonstratefi2 Aims and Use Cases

a prototype portal with a simple job management
The principal use case for this work are:
In this paper we describe our achievements and

workflow and web-based terminal access.

experiences in providing full terminal access. Thus,1- A User onsite logs into the site’s Microsoft Ac-

this paper focuses mainly on providitgyrminal ac-

cess, as opposedportal access. CCLRC has made

no effort to further develop the portal prototypé [1],

nor to integrate SSO with existing Grid portals, but
the terminal described in this paper is successfully,
in production. Grid access is integrated with wider
site SSO efforts. We briefly describe how this work
integrates with other SSO work, and related future

directions.

1.1 Background

Many projects claim to have single sign-on. To these

projects this means that a user only has to type the
password or passphrase protecting their credentials
once, or once every day. For example, Globus has
the Globus proxy[]2], which enables a user to ac-3
cess Globus resources without having to retype the
passphrase that protects the user’s (X.509) private
key. ssh has the ssh “agent”. a user space dae-

mon which caches the unprotected (ssh) private key

in memory.

On the other hand, for two primary customers

tive Directory (AD) [3] system — which, for the
purposes of this paper, is compatible with Ker-
beros V [4]. Using this token, or ticket, the user
is able to access the Grid.

2. Users who have certificates from the e-Science

Certification Authority (CA), or from another
Grid CA, can access the Grid resources using
their certificates, both on site and off site. For
users who have both local (AD) accounts and
a certificate, the identity management knows
that those two identities belong to the same per-
son. In other words, the user can access the
same resources with AD on site and using their
personal certificate from a laptop when they’re
travelling.

. Finally, for the user who does not have access

either to the local account, or to their e-Science
certificate, the terminal falls back to asking for
username and password. The username and
password are both the ones the user would use
to authenticate locally.

of CCLRC's internal Grid resources (Diamond andhe conditions were also that the software should be
ISIS), SSO meansntegrated user managementeasy to install; for example, a user should be able to
They want their user offices to be able to set up aiostall and run it without having privileged access to
counts for new users, including visiting scientistsheir own desktop computers.



Finally, since many users were usiagh based cause KCAs are not fully trusted comparecttas-
login, we need to migrate them off that: they musticCAs [€] (i.e., CAs that issue long-lived end-entity
get certificates, the certificates must grant them awertificates), although this is slowly improving. An-
cess to the same resources that they could accesstieer major disadvantage is that this approach does
ssh, and in particular, their identity must be prenot scale: current Grid middleware neeals CAs
served —i.e., we need to map betweengbé pub- in all hierarchies installed along with their signing
lic key and the certificate public key. policies and CRL endpoints. If each institution has

It is clear that identity management is an essentitd own CA the international collaborations would
part of SSO. Moreover, identity managementis quitee overwhelmed by the sheer number of CAs. The
complicated, particularly over longer timescales. W&me problem arises in the trust context: each CA
will touch upon the subject briefly in the next sectiohas to negotiate trust with peer CAs and international
and in the Architecture section below, but otherwigesource providers, and they would become over-
it is outside the scope of this paper. whelmed if there were more than one CA per coun-
try. One could argue that it should be sufficient to
review the root'’s policy, but most resource providers
need to know details of each individual site’s creden-
As mentioned above, the terminal work integratdigl conversion policy: who can get an account, how
with other site SSO efforts. The user offices df the DN tracked back to the identity, etc.
the CCLRC facilities will manage the user accounts Another approach was taken by Brookhaven Na-
for both local and external users in CCLRC's staffonal Laboratories. Like CCLRC, they were not
database. The challenge for the facilities is to pof¢€en on having disparasesh and Grid key manage-
ulate the database with consistent data, becaus@entinfrastructuresin addition to their site Kerberos
given user’s details may not be up to date, or thefrastructure. They integrated a One Time Pass-
user may be present more than once in the databa¥éard (OTP) system with parts of their site infras-
for example, the user may have registered with mdgicture [7]; they found it was simple to integrate,
than one experiment. but the cost was relatively high since users had to

For our purpose, we need to add the Grid identifjave hardware OTP tokens.
information (mainly the Distinguished Name (DN))
to this database. Populating it initially is alreadp  Architecture
a challenge, because 200 personal certificates have
been issued to CCLRC and Diamond, and need t@yurel]] gives an overview of the architecture of the
be matched to the Active Directory id (or KerberogCLRC SSO solution. In the left half of Figug 1
name). Strictly speaking, each user must do it fefie site authentication system is employed, which is
themselves by provingoth their identities to the the only authentication infrastructure users are con-
database — or, more precisely, an agent running @srned with. Depending on the implementation of
behalf of the user which is able to ask the user f@SO the site authentication token can be anything
proof of both identities (or pick up SSO versions dfom a password to a Kerberdd [4] ticket and corre-
both), contact a server which can pick up both tOkeBpondingly the user may (in the case of passwords)

1.3 Integrating SSO

and update the database. or may not (in the case of a Kerberos ticket) have to
be actively involved in supplying the token. From
1.4 Other Work the user’s point of view, the difference is whether

they have to type their password only once per ses-
In this section we briefly describe other efforts ision (e.g., when logging on to a computer, case 1
the area of SSO. The simplest example of SSOfiem Section TP), or whether they have to type it
of the site that is fully “Kerberised,” where Kerberosigain when accessing the user interface (case 3) —
authentication grants access to all resources. Thig at least then, it is theameusername and pass-
doesn’'t immediately support roaming users, butvtord as the federal one. In either case, in the archi-
does provides SSO within the site. For Grid ugecture, the token is passed on to the MyPrd)y [8]
such a site will have to implemewtedential con- server by the user interface, which then checks its
versionvia MyProxy [8] or KCA (which provide validity with the site authentication infrastructure.
credential conversion, generating short-lived certifi- Case 2 from Sectidn .2 is subtly different. From
cates for users presenting Kerberos tickets). THhite user’s point of view, for users who already have
is the approach taken by Fermilab. A KCA coneScience certificates, they must upload an unen-
verts a Kerberos ticket to a short-lived X.509 cecrypted proxy to the MyProxy server, typically once
tificate (similar to a Globus proxy), but these ceevery week. This requires authentication, so the
tificates cannot be used at many external sites BdyProxy upload tool must be integrated with SSO.
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Figure 1: The architecture

They may have a passphrase for the browser’s keg-represent the user’s true, “real life” identity. The
store and another one protecting the private key@rid community defines four assurance levelsg [10]:
the credentials are exported from the browser. These,
passphrases are independent of the SSO infrastruc-
ture — indeed, it is possible to leave the browser
keystore or the exported key entirely unprotected (of e Basic The applicant provides proof of identity
course this violates the CA's policy). to an agent of the issuing authority via a reason-
In any case, users need to unlock their credentials, ably secure method, but may not have to appear
and to authenticate to the MyProxy server, using any in person;
method, to upload their proxy. Alternatively the user
interface can directly use the local X.509 credentials
(either in the browser, or exported) for authentica-
tion of the user. In this case the user will have to
type the passphrase that unlocks the private key. e High: Essentially as medium, except at the time
Grid access always requires an X.509 credential. of renewal, the applicant must present photo
For users without UK eScience certificates, we solve id again, and there are greater requirements re-
the SSO to the Grid problem by generating short- garding the protection of the user’s private key.

lived, low-assurance (see below) credentials withig, e internationally approved, the eScience CA has
the MyProxy server. to operate to the medium assurance level. The CA

The right of FigureJl is within the Grid Securityang its verifying agents form a well-defined entity
Infrastructure (GSI) domain and uses X.509 certifinat can account for the flow and subsequent use of
cates [[9] and proxies. Within the SSO system dgersonal data throughout, from the first application
scribed here, the MyProxy server is the source gf the final certificate expiry. In the terminology of
these credentials. When a user correctly authenfis pata Protection Act [11], the CA (more specif-
cates the MyProxy server will generate a proxy fgga|ly, the CA manager) is theata controller the
the user, based on either the user’s real UK eSciewson who defines which data is necessary and re-
certificate (if it has been previously uploaded) Qjuired, what it is used for, and how it should be
a short-term, low-assurance certificate generated&¥red and managed. Furthermore, in the case of a
its internal CA. The user interface can then use trki,q;omem such as misuse of a resource, the resource
proxy to authenticate the user to the head node 0f@min can report the user's DN to the CA and the
resource and can also further delegate the certificgig can prove, using its personal data, who the user
to the head node to allow other resources to be usggy, “reg] life.”

With a credential conversion service, managing
the user’s data iexternalised it is in the hands of
some other authority, external to the issuing author-
Assurancein this context, is a rough measure of thity and its agent — not just at the time of identity ver-
extent to which authentication token can be trustditation, but throughout the “lifetime” of the data. It

Rudimentary there is essentially nproof of
the user’s identity;

Medium The applicant must appear in person
to the agent, presenting adequate photographic
proof of identity;

2.1 Assurance



thus becomes harder for the service to even defioet, but Shibboleth is not yet integrated with the Grid
and much less guarantee, its assurance level. Saniddleware.

sites can generate authentication tokens from their
payroll databases, but those are the minority. Mo§t
sites’ databases have visitors and contractors, etc:

Worse yet, in the misuse case mentioned aboy&y iy 550 in CCLRC we have leveraged the Ker-

SUPPOSE a resource adT“'” repc_)rts the DN to the “heros/Active Directory[l3] security system already
dential conversion service admin, but the latter ca fesent to allow users Eo log in using either a Ker-

not provably tie the site authentication token 1o t eros token or their site password. This addresses

user's real life identity. Only people with appropriyq of the SSO use cases (one and three) mentioned

ate access to the site database (usually HR staff) ¢a : The diff h |
do that, and they probably will not, for data prote Sectio LP. The different schemes are employed

i b th . ‘ It tcﬁased on whether or not the user has a valid Kerberos
ion reasons, because the resource is external to %l{et present.

site. This aspect may make resource administratorsl.he SSO solution also must support users that

less inclined to trust the credential conversion S8[2ve an X.509 certificate locally (e.g., as issued by

V|cSe.. f . h the e-Science CA). This is the second use case men-
Ince we cannot say, even for our own site, whatga o q i, SectiolT]2, and is addressed by allowing

the assurance_defl_ned by the S'te_ _staff database, Wers to access certificates stored in a variety of for-
somewhat arbitrarily, refer to certificates created ats

the SSO service (from the MyProxy CA) as “low- The e-Science CA is a web-based CA: when users

assurance”. The reader may find it helpful to COMYownload their personal certificate, it is stored in

pare Itto basp assurance. In some sense, MyPqu% browser, and usually exported from the browser
is an agent which receives and validates an authe

) ven f h ' di PKCS#12 format. For Grid work, users would
ggt:n token from the applicant, and issues a certi §7pically have to convert this format into PEM for-

. . ._mat at the command line, using relatively complex
Another potential problem with the SSO arChIte(bpenSSL commands. However, this conversion is

ture is that each site has its own credential convers, required in the SSO project: it is possible to use

sion service. This means that rather than rewewug)ge certificate in both formats, both PKCS#12 and
EM. Itis even possible to use the certificate directly

Implementation

and installing a single point of trust, the resource agd;

m'z _must”nr?w r_ev(;(_aV\_/dpollllmes of tens of SEIVIC€Srom the user’s browser, thus making the exporting
an |r;]sta t_fenlwl in 'V', ually. d h stage unnecessary. This once again follows the SSO
Intheory, if all sites’ services could agree to aV%hilosophy, allowing users to authenticate to Grid re-

« a common policy of adequate level (the policy®Uurces with a minimum of effort.
will essentially be the “lowest common denom- The main components involved in the CCLRC

inator,” i.e., loose enough to accommodate apSO system are the MyProxy server and the Java
sites) GSI-SSHTerm, which forms the user interface com-

ponent from Figurgll.
e a common root certificate with each site’s ser-
vice CA issued by that root, 3.1 MyProxy Server

then, because these services do not issue CRLSThe standard MyProxy server distribution comes
should be possible just to trust the common rodioth with Kerberos (using SASL authentication) and
However, on the Grid, Globus still requires the SigrEA support as compile time options. Two MyProxy
ing policy files, to perform extra validation of theserver instances on the same machine are employed
namespaces. for our SSO solution, sharing the same certificate

Thus, to install a credential conversion CA fostore. Both also have the build-in CA support en-
each site, may be possible in a single (small-ishpled, again issuing certificates from the same root
country, or in projects with few collaborating sitescertificate. The first is a non-Kerberos MyProxy
but on a larger, or international, scale it becomes d#erver (using the normal MyProxy port of 7512);
ficult. this is linked through a PAM module to the site au-

For these reasons, and also to provide host ahentication system for site password access to the
service certificates, an SSO infrastructure cannot &S0 facilities. A normal MyProxy server also al-
move the need for a national CA. Even for a projetiiws users to upload real e-Science certificate prox-
the size of NGS, work is required to make futuries to the server using the standard tools. The second
SSO infrastructures compatible; some of this wolyProxy server runs on port 7513 and uses the Ker-
will be done in the context of the Shibboleth rollberos/SASL authentication.



When a low-assurance certificate is required tlaeitomatically when necessary, and the terminal re-
MyProxy servers call out to a small program whichuthenticates the user without any user intervention.
is used to map a site user id to a DN. To do this it usesThe proxy on the remote host, the Grid head node
LDAP access to the site Active Directory and corinto which the user logs in via the terminal, can
structs the DN as followgC=UK /O=eScienceSSO also expire. This proxy is created initially by the
/OU=CCLRC /UID=uid /CN=firstName surname terminal, but is not renewed by the terminal in the
Resource administrators must explicitly trust theurrent implementation. The user will have to re-
MyProxy CA by importing its root certificate to theauthenticate to the MyProxy server to get a new
resource and adding the SSO DNs of legitimate usgr®xy out of it.
to the resource’s grid-mapfile.

3.4 File transfer

3.2 Java GSI-SSHTerm Grid access is more useful if the user can transfer

The Java GSI-SSHTefhis used as the user interdata from and to the Grid head node within the ses-
face in our SSO solution, providing GSI-SSH acsion. The Java GSI-SSHTerm includes a graphical
cess to grid resources, through a platform indepdransfer interface that the user can use to upload and
dent Java SSH terminal. The original Java SSH tetownload files using the SFTP protocol (over GSI).
minal is an open source project hosted on Source-

forge. Jean-Claude Cote at NRC-CNRC then d855 X forwarding and VNC client

veloped a GSI module for the SSH terminal, which ) .
we have extended and improved. The GSI modul&'® Java GSI-SSHTerm is capable of secure “X for-

and our additions rely on the Globus Java Commo§f@rding” to an X Window System server running on
ity Grid (CoG) libraries[I2]. For the SSO projectn® same computer as the Java GSI-SSHTerm pro-
the MyProxy parts of the CoG libraries were mod@ram- In other words, programs running on the head
fied to support the Kerberos based MyProxy servetgde can display their windows on the user’s desk-
through the addition of support for the SASL authe/ P machine. _
tication method. The Java GSI-SSHTerm uses Ker-Alternatively, users can use a Java VNC client
beros authentication if the user has a Kerberos ticlilt into the program to connect to a VNC server
and otherwise allows users to supply their passwotgSSion running on the head node.

to access the MyProxy servers. However, making

use of the Kerberos token requires Java 1.6, and o8¢ CCLRC Changes to the GSI-SSHTerm

Java 1.4 and 1.5 are widely available. We have sugs bring the SSHTerm and the GSI module into a

cessfully used a beta release of Java 1.6. eOrorm useful for Grid users we have had to both add a

Although this new function_ality Is expos ‘number of features and also perform hardening and
through the Java GSI-SSHTerm it could be used Wlﬂ1 o
v\q(l]\;flxmg throughout the code.

any other Java based grid user interfaces and too ithin the main body of the SSHTerm code

such as a proxy uploa_ld tool. . . hanges included new build scripts, large changes to
In addition, as previously mentl_oned in Sectidn h? X forwarding code to allow correct authentica-
the J.ava GSI-.Sf_SHTerrn allowsbd|re<;t access to "%®n under UNIX and to allow UNIX domain sockets
e-Science certificates in a number of ways. to be used, improvement to protocol conformance
in the choice of key exchange, cypher, compression,
3.3 Renewal etc., algorithms (taking the responsibility for this be-
When the terminal’s proxy expires, the user i ildering decisioh from the users) and a redesign_ of
e open connection dialog to allow easy connection

prompted to re-authenticate, either via MyProxycé ting to Grid a default
via the user’s local credentials. For longer runnir%r USETs connecting 1o f5Md resources using detau

sessions where the user stays logged in but is ttings similar to default SSH settings.

sent from the terminal, command outpunist lost. In the area of GSI support the original authen-

The terminal prompts the user for authenticatiog‘ﬁ:atlon method implemented by Jean-Claude Cote

but continues to display the command output bﬁ9uld not authenticate users who did not know their

the user cannot type anything into the terminal yysername. To enable logon without a specified user-

til the authentication is successful. Of course, ame we had to implement the “external-keyx” au-

the user authenticates with a local Kerberos tickd entication algorithm. In addition, this authentica-
0 H H “ - _ _xn
it is sufficient that the terminal can pick that up. OHén algorithm requires the "gss-groupl-shal-*"key

Windows, for example, Windows renews the ticke xchange algorithm, which we also implemented.
' ' ther work in the area of GSI supportincluded port-

Lhttp://www.grid-support.ac.uk/content/view/81/62/ ing Jean-Claude Cote’s code to a later version of




the CoG kit and implementing methods to obtaikerberos token (generated in the case of CCLRC by
proxies from additional sources (MyProxy serversjficrosoft AD Key Distribution Centre). It should
PKCS#12 files and browsers) and integrating thelbe noted that this is 10 hours by default; as such, us-
methods into a consistent and unified user interfadeg our SSO solution without long-lived X.509 cer-
These changes to the GSI-SSHTerm are in dificates may not be beneficial to users who need to
dition to the changes to the CoG libraries and tHaunch Grid jobs that are likely to last longer than 10
GSI-SSHTerm to allow Kerberos authentication tbours.
MyProxy servers.

4.2 Communication Channels

3.7 Deployment
All communication between the user, the MyProxy

As we write this, our SSO solution is in the proserver or MyProxy CA, the site authentication struc-
cess of being rolled out within CCLRC and pilotyre and Grid resource provider is performed over
users have been accessing the CCLRC SCARF cldgcured channels. This is done by making use of
ter through the SSO solution using auto-generatgfiher Kerberos tokens belonging to the user or the
low-assurance certificates.  Further, through tigyProxy server, or X.509 certificates in the case of
Diamond-CCLRC SSO committee there are plaggmmunication between the resource provider and
for our SSO solution to be used across the Diamofigk MyProxy server.
and ISIS facilities. Users can already use the SSOysing our SSO solution alleviates the requirement
solution as a fast and convenient way of accessifif ysers to authenticate themselves by entering a
any Grid resource (including the NGS) for whictyassword if the user already possesses a Kerberos
they are authorized, once they have uploaded a rgglen, which could be transparently generated dur-
UK e-Science proxy to the SSO MyProxy server. ing |ogin to the user's computer. This happens auto-
matically with the Windows operating system if the
4 Security Evaluation computer ig registered on the dlomain.. In the case
of Linux, this can be made possible using a solution

From the point of view of the Resource Manage‘ﬁUCh as Vintella. If this is not the case, a user can still
our SSO solution is an implementation of the Griglain access to the Grid resource provider, albeit not
Security Infrastructure specification as described Hnsparently, using our solution by providing their
Von Welchet al [13]. Trust is established upon pre/AD login details to the MyProxy CA server, which
sentation by the user of an X.509 identity proxy cefen retrieves a Kerberos token by calling out to the
tificate [14,[2]. As with choosing to trust a classi@D service solely for the purpose of generating a
CA, the Resource Manager must choose to trust tHaort term proxy certificate.

SSO CA or another classic CA to enable SSO access

for a user by installing the root certificate of the CAy 3 java GSI-SSHTerm

Once this is done, the user is granted access to the _ o
resource once their DN is registered in the norméhe Java GSI-SSHTerm user interface is distributed

way. both as a trusted applet and as a standalone appli-
cation. In both cases the program needs read and
possibly write access to the local disk. If the user has
their certificate stored locally on disk or in a browser,
Our SSO solution requires short-lived X.509 proxthe program needs to read files and libraries locally,
certificates (of real UK eScience certificates) to behich could include the execution of native code. If
stored on a MyProxy server unencrypted so authenn for the first time on a computer, then the UK
tication is performed transparently. The MyProxg-Science root certificate and signing policy is in-
server thus represents a potential security probletalled in the default location onto that computer, if
if it is not adequately secured. However, it must bfiese files have not already been installed. This is to
noted that the lifetime of the proxy certificates storeecilitate running other Grid or CoG kit software in
on this server may be set to a short period of timthe future.

Ideally this should be no longer than the lifetime of When run as an applet, such disk access can only
the original authentication credential used to gendre performed if the applet has been given explicit
ate the proxy certificate, but this may not be practicaérmission to do so by the user. This is done by
or useful. In the case of users with certificates froaccepting an object signing certificate issued by the
a classic CA, this is the lifetime of their long-livedJK e-Science CA (the ca-operator certificate). This
X.509 certificate. In the case of users without sudives the user the assurance that the program has not
a certificate, this lifetime is the lifetime of the user'®een tampered with, e.g. no Trojan has been intro-

4.1 SSO MyProxy Server



duced to gain unauthorized access to the user’s cEne security improvement is likely to be greater for
tificate. We plan to investigate the use of Java Webecurity-novice or non-technical users who are not
Start technology in the future to give the similar levelsed to remembering complicated passwords.

of assurance to users when running the program as a

standalone application. 5 Future Work

4.4 Certificate Security The work in SSO is progressing in a number

The existence of inadequately protected X.509 c& directions.  As mentioned in Sectidn B.2 the
tificates have in the past been a cause of security c&2C libraries, which have been modifed to support
cern. Ideally the user should have a minimal nunp/ASL/Kerberos, can be used in many other contexts.
ber of certificates necessary to work with the Gridt iS key that the vast majority of site Grid resources
and have a copy backed up in a secure offline [8YPPOrt single sign-on, in a consistant way, if the
cation. Our SSO solution alleviates the need to ha(éder single sign-on project at CCLRC is to be suc-
long term certificates issued by a classic CA to makgSSful, therefore workiis in progress to use this tech-
use of local Grid facilities. However, if a user need20!0gy in other Grid related user interfaces, for ex-
a long term certificate then the GSI-SSHTerm pré@mple with the Grid portals work at Daresbury Lab-

vides the additional security option of having th@atory. o _
user's only certificate in their browser. An additional area of future work is integrating

Unlike generating a proxy certificate in the tradiohibboleth into our SSO framework. JISC will
tional way using the MyProxy client tool, proxy cerP€ deploying a Shibboleth infrastructuie J[15] for
tificates generated by the GSI-SSHTerm or retrievetl< academia. Meanwhile, we can build on work
by a MyProxy server are not stored as a file but rath@pne in the various Shibboleth projects concurrent
in resident memory. This minimizes the possibility/ith our work, such as the ShibGrid project at Ox-
of a proxy certificate being intercepted on the clief@"™d/CCLRC and the Shebangs project at Manch-
machine. ester (seel[16] for details of these and other Shib-

We assert that if reasonable effort is spent safé@eth/Grid projects). The ShibGrid project aims to
guarding the deployment of this solution and educatfovide Shibboleth access to NGS, and its architec-
ing users to use it in a responsible manner, our S&E 1S similar to that of Figurgl1, with Shibboleth

solution using Java GSI-SSHTerm is no less seciokies instead of Kerberos tokens. Thus, at least
than existing Grid access mechanisms. in theory, it should be easy to integrate Shibboleth

authentication into the terminal. One potential com-

plication is that the current versions of Shibboleth

are entirely web-based: they depend on the HTTP
A SSO infrastructure potentialiynprovesthe secu- protocol and redirects, etc.

rity of the authentication infrastructure:

4.5 Password Security

e If users may remember fewer passwords — id6- Acknowledgments

ally, a single one — they are less likely to write _ _
them on notes and stick them to their monitor.The authors wish to thank the GOSC (Grid Opera-

tions Support Centre) for funding this work. They

e If users are forced to remember more thafilso wish to express their gratitude to all early

one password, because systems are not in@ers within CCLRC, and in particular those of the

grated, they are very likely to reuse their pas&CLRC SCARF cluster, who, led by Dr Duncan

words. This is particularly bad in the case ofooke, have already put the terminal into produc-

the federal (Active Directory or Kerberos) passion.

word, because site policy dictates that this pass-This document is typeset witATEX2e.

word must be stored only in the central service

(KDC). If users reusghis password, storing it .

in potentially less secure places, then site secli- Conclusion

rity may be compromised. i . : .
The usual definition of Single Sign-on (SSO) is often

e The password is validated by a central serviceo narrow to be useful. In this paper, we start with
which means that it can be checked for strengtivhat we see is a more useful definition of SSO based
according to site policy. This is not true for theon requirements gathered from users who already
password that protects the private key, or these our Grid resources. Working to those definitions,
browser’s keystore, but at least those do nate provide an implementation of a portable termi-
hopefully, leave the user’s desktop machine. nal to access Grid resources. We have taken an open



source project with GSI extensions, and integrated {9]
with the site infrastructure using MyProxy. Our own
software developments and additions to the terminal
are of course also released under an open source li-
cence. We have increased the ease-of-installation by
deploying it both as a tarball, and as an applet.

We have described the architecture and how it tiE]
the Grid and the site authentication infrastructure to-
gether. We have also described how it fits into the
larger picture, with a national CA and a Shibboleth
infrastructure, and why we see a need for all three (g
CA, the Shibboleth infrastructure, and site credential
conversion) in the future.
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